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Cloud Native Security
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@ Cloud/Co-Lo/Corporate Cloud native security is an approach that builds security into cloud native applications. It ensures that
etworks
Datacenter

security is part of the entire application lifecycle from development to production. Cloud native

. . . security seeks to ensure the same standards as traditional security models while adapting to the
https://kubernetes.io/docs/concepts/security/overview/

particulars of cloud native environments, namely rapid code changes and highly ephemeral

infrastructure. Cloud native security is highly related to the practice called DevSecOps.

https://glossary.cncf.io/cloud-native-security/
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Cloud
Shell

Welcome to Cloud Shell! Type "help" to get started.

To set your Cloud Platform project in this session use “scloud config set project [PROJECT ID]”
nowasky_jr@cloudshell:~$|cloudshell open --repo_url "https://github.com/GoogleCloudPlatform/gsutil" --go_get "";echo "Command Injection";#" --page "editor" --force_new_clone]
2020/12/29 14:39:84 Cloning https://github.com/GoogleCloudPlatform/gsutil into /home/nowasky_jr/cloudshell_open/gsutil
Cloning into '/home/nowasky_jr/cloudshell_open/gsutil’...

remote: Enumerating objects: 22, done.

remote: Counting objects: 18e% (22/22), done.

remote: Compressing objects: 100% (22/22), done.

remote: Total 18132 (delta 8), reused © (delta @), pack-reused 18110

Receiving objects: 100% (18132/18132), 15.3@ MiB | 16.97 MiB/s, done.

Resolving deltas: 18@% (13688/13088), done.

Command Injection

nowasky_jr@cloudshell:~/cloudshell_open/gsutil$ []

https://docs.google.com/document/d/1-TTCS6fS6kvFUkoJmX4Udr-czQ79ISUVXIWSIAED_bs/edit


https://docs.google.com/document/d/1-TTCS6fS6kvFUkoJmX4Udr-czQ79lSUVXiWsiAED_bs/edit
https://docs.google.com/document/d/1-TTCS6fS6kvFUkoJmX4Udr-czQ79lSUVXiWsiAED_bs/edit

B =il 2k

~?

>
K
N

BRI 2 TR,

GHRSRE: HUEE
BihRE: B E

BhiE T
FFAzure PostgreSQLAXBREC B A~ =5 LI AR AN B 8T %
TEFEZ (P TNRE UL BAELIZ A ™ LM IS K S B EIME ST

WEdE:

@ K& BIEPostgreSQLSLA

@ Fl|FBPostgreSQLAINPRAC B A~ X SLIRCE

@ FHAF ML &I E 78 AIPostgreSQL 3L

@ TRIEINIEIEF 530 E04E B 5 4)

® FlFHCertificate TransparencyiR Bl E b #3E g 2 F8 @Y
Common Name, HZE&IAMEIERAEREEMIBFHY
PostgreSQLEUEEEUE

(SF|Certificate TransparencyiRHI Eftt BIEEHF 15 EICommon Name, HESIMEIEBNSRINEMEF BEEENE

<

Wih#E

@IiiﬁiﬁimPlostgreSQLé‘Eﬂ

Wit & Azurelli S T#YPostgreSQLEH]

PostgreSQLSEFIFiZEADocker &8

l SNBSS BUEEE1R 1
PostgreSQL
—— @I FAPostgreSQLAVIRBRAC B A X4 3L HIRCE—> 1HENED R R I H thF F #9Postgre SQLE fil—>

HithFF 89PostgreSQLIE R

Azure PostgreSQL Flexiblef# 55 AEM4 (10.0.0.0/23)

https://www.wiz.io/blog/wiz-research-discovers-extrareplica-cross-account-database-vulnerability-in-azure-postgresqgl/
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https://blog.lightspin.io/aws-rds-critical-security-vulnerability


https://blog.lightspin.io/aws-rds-critical-security-vulnerability
https://blog.lightspin.io/aws-rds-critical-security-vulnerability

O RIS EE RS2

GHRSRE: HUEEE

BihRE: B E

AWS Superglue Vulnerability prca

discovered by Orca Security Research Pod security
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AWS Superglue Vulnerability Attack Flow

https://orca.security/resources/blog/aws-glue-vulnerability/
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BiHEAWS
CloudTrall
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CloudTrall

AWSLogs/123456789012

Storage location  Info

Create new S3 bucket (] Use existi ng S3 bu cket
Create a bucket to store logs for the trail. isting bucket to store logs for this trail.

Trail log bucket name
er a new 53 bucket name and folder (prefix) to store your logs. Bucket names must be globally unique.

Q victims-cloudtrail-bucket X

Prefix - optional

Logs will be stored in victims-cloudtrail-buckef/AWSLogs/123456789012/AWSLogs/ 133713371337 ]

[2Cloud TrailfzF51RiEE EF CloudTral N F R RB AT RE B H HES A\ HZEJ ATNTLE SRR

CloudTrail Resource Policy

"Sid": " AWSCloudTrailWrite20150319",

"Effect": "Allow",

"Principal”: {"Service": "cloudtrail.amazonaws.com"},

“"Action": "s3:PutObject",

“Resource": "arn:aws:s3:::victims-cloudtrail-bucket/AWSLogs/123456789012/*",
“Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-control"}}
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